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Dangers unseen.

For any organisation, having a speedy and secure way of retrieving data when
problems occur is plain commonsense. Few enterprises can survive for long without
customer records, billing information or access to email. The dangers of failing to
store data securely are well understood. But all too often, taking the essential steps to
protect the critical files simply never make it to the top of a company’s agenda - with

potentially disastrous consequences.

No back up. No business.

For most businesses, ensuring the security of their data is an
important part of their long term success. Losing even a
small number of files can have a damaging impact for their
reputation and a more serious loss could be fatal. Recent
research shows that half of all companies that suffered a

major loss of data went out of business within two years.

Smaller and medium sized enterprises can be particularly
vulnerable as they tend to have less rigorous processes in
place to safeguard their files. It also tends to be precisely
these kinds of companies where individual Directors hold
information on their home computers — again, that are often
not backed up. Day-to-day pressures of running a small
company can often mean that they fail to introduce robust

systems until it is already too late.

It is ironic that, at a time when the pace of technological
change is increasing, the system used by most businesses
to store data are tape back ups - a technology that has
been around since the 1960s. Yet this method is hugely
vulnerable and problematic. It is not even cheaper than
more reliable options. This report looks at what methods
SMEs are using to safeguard their data and the risks these

pose to their businesses.

Mark MacGregor, Chief Executive, Connect

How the research was conducted.

Connect interviewed 151 IT Directors at companies and
organisations across the UK, ranging from micro-enterprises
of under 50 staff to medium sized businesses with up to
1000 employees. Those interviewed came from across the

private and public sectors.

The survey was conducted by the independent research

company, the Survey Shop.

Mark O’Dell, New Technology and Operations Director, Connect
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Risky business.

SMEs use a variety of methods to backup documents and databases held on their
company’s servers. Each of these options has differing costs - and risks - associated
with them. But what are the favoured options and have the recent falls in the cost of
more secure alternatives led to any shifts in the market?

Tape backups still the "default" option

The research found that backup tapes were used by three
quarters of SMEs. 9% of respondents use online backup with
a further 13% replicating their data through a mirror server at
another site. One third (31%) use backup tapes and store
them on site in their offices. These figures have seen a rapid
shift over the past year. In the 2008 survey, almost 90% used

backup tapes.

Larger companies tend to use tapes the least with 20%
mirroring data to other offices and sites and 5% using online

backup to remote data centres.

... despite the potential pitfalls

In terms of risk, those who leave tapes in the office are clearly
at greatest danger. Even a minor fire, flood or burglary could
result in the servers - and the backup tapes - being
unusable. However, storing tapes off-site can cause different
problems - the time it can take, for example, to retrieve a
tape to be able to restore a file. Anyone storing tapes at
home must also consider how other employees could obtain
a tape in an emergency if the person taking the tapes home

was sick, away on holiday or on business.

One of the other pitfalls of using tapes is that they could be
stolen or lost, with confidential data falling into the wrong
hands. Recent stories about Government departments losing
sensitive data have only highlighted the potential for adverse

media coverage if there are security failings.

%

= >50 staff

m 50-250 staff

= 250-1000 staff

Backup tapes stored off-site  Backup tapes kept on-site

Online backup service

Mirror server to alternative
office

Table 1: How do you back up the files and data on your network?
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Financial services 'safety-first' approach.

There are wide variations in how organisations in different
sectors handle the issue of safeguarding their data. Very few
financial services companies, for example, leave tape
backups in their offices (22%). This is undoubtedly because of
the strict regulations that are applied by regulatory bodies in
the insurance and banking industries. Interestingly, a high
percentage (37%) of financial enterprises interviewed in the
survey were using online backup. Again, this may be
because they want the extra security of having their data

backed up to remote data centres rather than store on-site.

Two thirds of construction and property companies still rely on
tapes stored in their offices to backup their data - by far the
highest percentage of any sector. The next highest figure was
for retailers where 43% relied on storing tapes at their sites.
Manufacturing companies were most likely to use off-site

storage to backup their network with 62% using this method.

Public sector at risk.

Surprisingly, after all the stories of data being lost by different
parts of the public sector, a significant number (33%) of public
sectors organisations store their backup tapes in their own
offices — widely acknowledged as the riskiest option. In the
light of recent problems that a number of Central Government

departments have had recently with data loss, these are

= Financial Services

1 |T and telcos
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= Manufacturing
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= Property and construction

= Retail
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Public sector
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Backup tapes stored off-site  Backup tapes kept on-site

® Business & professional services

Online Backup Mirror server/replication

Table 2: How do you back up the files and data on your network?
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